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Abstract— Visual cryptography is a technique of information security which is simpler and easy to decrypt by human visual system 
without any computational aid. Visual cryptography uses simple algorithm unlike the complex, computationally intensive algorithms 
used in other techniques of traditional cryptography. VC encrypts secret image into shares such that stacking the minimum desired no. 
of shares reconstructs the secret image. Shares are usually presented in transparencies. In this survey, we will summarize the latest 
developments of VCS since its inception, the main research work in this area, the current problems and possible solutions for them. 
Directions for future VC work along with its applications will also be studied. 
 
Index Terms— Cheating Prevention,Halftoning,  Multiple secrete sharing, Pixel Expansion, Visual Cryptogrpahy, Visual Secret 
sharing, Staking. 

——————————      —————————— 

1 INTRODUCTION                                                                     
Even though the computer technology is so advanced and the 
effort of making every system to be computerized and auto-
mated is being done, thus security becomes a core issue. Still 
using computer to decrypt information does not make sense in 
some situations.   For example at highly influential event  se-
curity guard checks for  a badge of an invitee or a secret agent 
decrypts an urgent secret at some place  where no electronic 
devices are available In these situations human visual system 
is most convenient and easy to available tool to do checking 
and secret recovery. 

Secret sharing using visual cryptography is different from 
typical cryptographic secret sharing scheme. VSS allows each 
party to keep portion of secret and provides a way to know at 
least part of secret. Encryption using multiple keys is a possi-
ble solution. However this solution requires a large number of 
keys resulting into troublesome management of  no. of keys. 

Visual cryptography is a desirable scheme as it indicates 
both the idea of perfect secrecy and very simple mechanism to 
decrypt secret. Visual cryptography uses the idea of hiding 
secret into shares so as while decrypting it uses the idea of 
superimposing transparencies which allows construction of 
original secret image. 

This survey is organized as follows: Section 2 details the 
traditional visual cryptography scheme and elaborates on the 
current work still being done in this area, specifically the most 
recent improvements. In general, these schemes primarily deal 
with binary images and noisy random shares. Extended forms 
of VC are also discussed within this section which attempt to 
remove the suspicion of encryption within the shares. Section 
3 elaborates the VCS using random grid and probabilistic VCS 
is explained well. Section 4 focuses on half toning, grayscale 
and color visual cryptography. Section 5 gives insights into 
work done under multiple secret sharing in VCS. Section 6 
concentrates on cheating prevention within VC along with 

cheating immune VC schemes. These schemes attempt to have 
some type of authentication or verification method which 
gives some clue as to the real hidden secret within a given set 
of shares. Performance measurements of various visual cryp-
tography schemes are analyzed in Section 7 and the summary 
and future work are discussed within Section 8, along with the 
final conclusion. 

 

A. Traditional Visual cryptography: 
In 1994, Naor and Shamir proposed the basic model of visual 
cryptography scheme which can decode concealed image into 
number of shares without any cryptographic complex compu-
tation. When the k shares are stacked together, the human eyes 
do the decryption without any knowledge of cryptography 
and without performing any computations whatsoever. This is 
advantage of visual cryptography over the other popular con-
ditionally secure cryptographic schemes. It assumes that the 
image is a collection of black and white pixels, each pixel is 
handled individually and it should be taken into account that 
the white pixel represents the transparent color. One disad-
vantage of this is that the decryption process is lossy, so affects 
contrast. The relative difference in Hamming weight between 
the representation of white and black pixels signify the loss in 
contrast of the recovered secret. The encryption problem is 
expressed as a k out of n secret sharing problem. Given the 
image, n transparencies are generated so that the original im-
age is visible if and only if any k of them are stacked together 
otherwise image remains. [1] 
 

B. Extended visual cryptography schemes  
Ateniese et al. proposed a technique based on an access struc-
ture which contains two types of sets, a qualified access struc-
ture ΓQual and a forbidden access structure ΓForb in a set of n 
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participants. The technique encodes the participants in that, if 
any set, which is a member of the qualified access structure, 
are superimposed, then only the secret message is revealed. 
The proposed scheme has two techniques to construct visual 
cryptography schemes for general access structures.[2]. 
The pixel expansion problem that occurred in previous VCS 
scheme using general access structure was solved by the new 
algorithm proposed by Lee and Chiu [2]. The extended VC 
algorithm for GAS which adds a meaningful cover image in 
each share does not generate noisy pixels. This approach con-
sists of two phases. In the first phase, based on a given access 
structure, meaningless shares are constructed using an opti-
mization technique. In the second phase, cover images are 
added in each share directly by a stamping algorithm. It for-
mulates the construction problem of VCS for general access 
structures as a mathematical optimization problem such that 
the problem can be solved by optimization techniques. Au-
thors have developed a hybrid method for EVCS construc-
tions. By adopting the proposed stamping algorithm, all exist-
ing VC schemes can be modified to form their extended VC 
schemes without redesigning codebooks. The advantage of 
EVCS is the modularity. Each phase in the encryption proce-
dure is less coherent, so it can be individually designed and 
also can be replaced separately. The second advantage is the 
first phase of the proposed algorithm: this phase is applicable 
not only to the extended VC schemes but also to the conven-
tional VC schemes. The third advantage is that because the 
density of the cover images is adjustable, it is very helpful for 
modifying the display quality of the cover images. [3]. 
 
C.  Size invariant VCS 

The first paper based on image size invariant VCS proposed 
by Ito et al. removes the need of pixel expansion. This scheme 
uses (k,n) scheme where m i.e. number of sub pixels in shared 
secret equals to one. The structure of this scheme is described 
by  a Boolean n-vector V=[v1,….,vn] where vi denotes the 
color of the pixel[0- white, 1[black]. The original secret is re-
constructed using traditional ORing method. As in (k,n) 
scheme it also uses n ×m matrices[4]. 

The aspect ratio invariant scheme proposed by Yang and 
Chen has reduced the number of pixel expansions to a great 
extent. This scheme results into size of shares closer to the 
original share with aspect ratio without introducing distortion 
[5]. Yang and Chen further generalized the research work in 
aspect ratio invariant scheme to resolve the problem of pixel 
arrangement However, resizing the black-and-white image 
will lose the informative information of pixel. Thus, the pro-
posed ARIVCS is based on image filtering and resizing. The 
trivial solution has the same performance like the existing 
ARIVCS, and meantime does not require dummy pixels and 
the mapping pattern [6]. 

 
D.  Quality evaluation 

A possible option for improving the efficiency of VC is to 
use the XOR operation. This method will not allow stacking of 
the shares on transparencies but it will improve the overall 
share quality. Threshold Visual Secret Sharing schemes associ-
ated to XOR-based VC systems is investigated in this paper. 
Hollmann et al. shown that n out of n schemes with optimal 

resolution and contrast exist, and that (2,n) schemes are equiv-
alent to binary codes. It can be seen that these schemes have 
much better resolution than their OR-based counterparts. Sec-
ondly, Hollmann et al provided two explicit constructions for 
general k out of n schemes. Finally, they derive bounds on the 
contrast and resolution of XOR-based schemes. It follows from 
these bounds that for k<n, the contrast must be smaller than 
one. Moreover, the bounds imply that XOR-based k out of n 
schemes for even k are fundamentally different from those for 
odd k. The scheme has properties, such as, good resolution 
and high contrast. The scheme can be applied to color images 
as well. [7] 
 
E. Random-grid and Probabilistic VCS: 
To deal with size invariant schemes and the problem of pixel 
expansion the probabilistic VCS is proposed in which frequen-
cy of white pixels is used to show the contrast of reconstructed 
secret. The scheme is non-expansible [i.e.  Size of secret pixel is 
same as that of original secret] can be easily constructed using 
traditional VCS. In PVCS, the frequency of white pixels in a 
white area of the reconstructed image should be higher than 
that in a black area. [8] 

Another secure VCS is random grid (RG), which was 
originally introduced by Kafri and Keren in Ref. [9]as a solu-
tion for sharing a binary secret image into two noise-like ran-
dom grids. When superimposing two random grids, only two 
stacked white pixels will let the light through it, while other 
stacked results yielding a black pixel stops the light.[9] 
Many researchers further worked on random-grid technolo-
gies introducing new techniques like (2,n)-RG, (n,n)-RG, the 2-
secrecy level (2, 3) incremental RG (IRG), and (k,n)-
RG.[10,11,12,13] 
 
F. Halftone, grey-scale and color VCS: 
 

Z. Zhou, G. R. Arce, and G. Di Crescenzo introduced half-
tone visual cryptography. The method that uses the density of 
the net dots to simulate the gray level is called “Halftone”. The 
halftone visual cryptography is proposed to achieve visual 
cryptography via half toning. Based on the blue-noise dither-
ing principles, the proposed method utilizes the void and clus-
ter algorithm to encode a secret binary image into halftone 
shares (images) carrying significant visual information. The 
simulation shows that the visual quality of the obtained half-
tone shares is observably better. Every pixel of the trans-
formed halftone image has only two possible color levels 
(black or white). Because human eyes cannot identify too tiny 
printed dots and, when viewing a dot, tend to cover its nearby 
dots, we can simulate deferent gray levels through the density 
of printed dots, even though the transformed image actually 
has only two colors—black and white. [14] 

For introducing efficiency within color VCS Shyu proposed 
this scheme [15].The proposed scheme follows Yang and 
Laih’s[16] color model. The model considers the human visual 
system’s effect on color combinations out of a set of color sub-
pixels. This means that the set of stacked color sub-pixels 
would look like a specific color in original secret image. As 
with many other visual cryptography schemes, pixel expan-
sion is an issue. However Shyu’s scheme has a pixel expansion 
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of (log2c) which is superior to many other color visual cryptog-
raphy schemes especially when c, the number of colors in the 
secret image becomes large. An area for improvement howev-
er would be in the examination of the difference between the 
reconstructed color pixels and the original secret pixels. Hav-
ing high quality color VC shares would further improve on 
the current schemes examined within this survey, this in-
cludes adding a lot of potential for visual authentication and 
identification.[15] 
 
G. Multiple secret sharing : 
 

Wu and Chen introduced the sharing of two secret image 
using two shares. The two secrets were hidden in a way that 
first secret can be reconstructed by stacking two shares while 
second secret can be reconstructed by rotating first share anti-
clockwise by angle of θ. The value of θ can be 90°, 180° or 
270°[17]. Wu and Chang refined the idea of Wu and Chen by 
encoding shares in circular form to remove restriction of θ as 
to be 90°, 180° or 270°[18]. 
S J Shyu et al [19] were first to advise the multiple secrets shar-
ing in visual cryptography. This scheme encodes a set of n ≥ 2 
secrets into two circle shares. The n secrets can be obtained 
one by one by stacking the first share and the rotated second 
shares with n different rotation angles. 
Tzung-Her Chen et al [20] invented a multi-secrets visual 
cryptography which is extended from traditional visual secret 
sharing. The codebook of traditional VCS is implemented to 
generate shares macro block by macro block in such a way 
that multiple secret images are turned into only two shares 
and decrypts all the secrets one by one by stacking any two 
shares in a way of shifting. This scheme can be used for multi-
ple binary, gray and color secret images with pixel expansion 
value m=4. 
 
H. Cheating immune VCS: 
 

Hu and Tzeng recognized cheating problem in VC and ex-
tended VC. They considered the attacks of malicious parties 
who may deviate from the scheme in any way. They presented 
three cheating methods and applied them on attacking exist-
ent VC or extended VC schemes. They improved one cheat-
preventing scheme. They proposed a generic method that has 
property of cheating prevention. [21] 

Based on a trusty third party, a co-cheating prevention vis-
ual cryptography scheme (CCPVCS) is proposed by Bin et al. 
The pixel expansion is small and the recovered secret image is 
good for viewing. Through a peculiar verification share and n 
optional verification shares, the truth of several shares can be 
detected simultaneously. However, the number of verification 
shares which kept by the third party is large .[22] 

Chen, Horng and Tsai   proposed (n, n) threshold visual 
cryptography scheme for cheating prevention to improve the 
generic transformation for cheating prevention scheme 
(GTCP). The cheating problem in the GTCP is analyzed, and 
presented the cheating method that applied it to attack on the 
GTCP. Then constructed the matrices for cheating prevention 
with following features: (a) each participant can't gain any 
useful information from his shares, (b) each pixel has the same 

number of black and white sub pixels in the secret share and 
in the verification share, (c) one's verification image will be 
recovered by stacking of his verification share and the secret 
share, (d) the secret image can be revealed by stacking all the 
secret shares [23]. Furthur , Yu-Chi Chen, Gwoboa Horng and 
Du-Shiau Tsai proposed an (n, n) VCS for cheating prevention, 
in which each participant holds his own private verification 
image, to improve the GTCP. This scheme is implemented by 
constructing four matrices, two ones are used for sharing the 
secret image and the two others are used for sharing the veri-
fication image.[24] 

C.H. Lin proposed a new cheating–preventing scheme to 
benefit from a combination of two general VC codebooks. 
With the hybrid codebook, the verification images are skillful-
ly hidden in the shares to check whether the intended share is 
fake. In such a way the cheating attack in VSS can be detect-
ed.[25] 
 
II. PERFORMANCE ANALYSIS OF VCS : 
 

Various parameters are recommended by researchers to 
evaluate the performance of visual cryptography schemes. 
Those are pixel expansion, contrast, accuracy, computational 
complexity and average light transmission. The following ta-
ble can be referenced for comparison of various VCS so far by 
evaluating performance measures. 

 
III. CONCLUSION: 

In this paper following are identified and has scope of re-
search yet much work have already done : 1) Contrast im-
provement ,2) Share size improvement, 3) pixel expansion , 4) 
Ability of sharing single/ multiple secret images , 5)Efficiency, 
6) Security. 
This paper has tried to include most of the work done in above 
areas mentioned and performance evaluation of fewer 
schemes is carried out. 

More schemes providing optimum contrast and less pixel 
expansion for both single and multiple secret sharing scheme 
should be developed. 
The security is also an important area where scope enabling 
less pixel expansion along with maintaining contrast and 
cheating prevention facility can be researched further with 
novel less complex schemes. 
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